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Abstract. Hyperproperties are properties of systems that relate more
than one trace, which are common in information-flow, concurrency, sym-
metry, diagnosability, etc. Several temporal logics for hyperproperties
have been proposed—Ilike HyperLTL and HyperCTL* where traces are
compared synchronously—and recently extended for comparing traces
asynchronously. However, all these temporal hyperlogics are for infinite
traces, in spite of the recent popularity of temporal logics on finite traces.
In this paper, we introduce SC-HyperLTL, a logic for asynchronous hy-
perproperties on finite traces and with past operators, by adapting and
combining two existing logics for asynchronous hyperproperties: stutter-
ing HyperLTL (HyperLTLg) and context HyperLTL (HyperLTL¢). We
show that SC-HyperLTL is decidable and can encode many hyperprop-
erties of interest. We present two practical algorithms that reduce the
model checking problem of SC-HyperLTL to inputs of two existing tools:
AutoHyper (which can model check hyperproperties on infinite traces)
and nuXmv (a model checker for trace properties). We illustrate our
algorithms on a prototype implementation.

1 Introduction

Hyperproperties [I8] are properties of systems that relate more than one trace at
a time, in contrast with trace properties whose semantics are defined on a single
trace. Hyperproperties are common in information-flow security [26l38], robust-
ness and sensitivity of cyber-physical systems [37], concurrency [12] and symme-
try [23]. HyperLTL [I7] is a temporal logic for hyperproperties that equips LTL
with quantifiers for different traces. HyperLTL includes relational capabilities to
compare different traces and temporal modalities where the temporal operators
move all traces synchronously. Several algorithms and verification methods for
HyperLTL have been proposed [23120030].

In settings like software verification execution traces are finite and of varying
length, and relevant events happen at different instants. Therefore, the seman-
tics of the temporal operators need to cope with when traversing the different
traces at different speeds. Several recent papers [28[3IT4T5[1] have introduced
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hyperlogics to capture asynchrony between the traces. However, all these tem-
poral logics for hyperproperties, synchronous and asynchronous, consider only
infinite traces and do not have past operators.

At the same time, there is a growing interest in linear temporal logics for
finite traces [32I22125] because of their applications to AI, synthesis and runtime
verification. An obstacle for a temporal hyper-logic on finite traces is that, even
though the beginning of the trace is a point of synchrony between all traces, the
end of the trace may arrive at different instants. This is similar when traversing
the trace backwards with past operators.

In this paper we introduce SC-HyperLTL, a novel temporal logic for hy-
perproperties on finite traces that combines modalities from two known asyn-
chronous logics [T4IT5] for infinite traces: stuttering HyperLTL (HyperLTLg) and
context HyperLTL (HyperLTL¢). HyperLTLg allows to stutter on each trace in-
dividually and define points of evaluation that can be arbitrarily apart, while
HyperLTL¢o allows to restrict which traces proceed according to the temporal
operators. We prove that SC-HyperLTL can express many properties of interest
and its model-checking is decidable. Then, we present two approaches for the
practical model checking M = ¢ of our logic.

1. We first show a stuttering translation that modifies M to account for indi-
vidual trace stuttering, and introduces additional constraints to ¢ to align
the traces. The result is a HyperLLTL model-checking problem whose output
correspond to M |= . This approach only works for quantifier alternation
free formulas.

2. The second algorithm introduces k history variables and equips the formula
with constraints—local to each trace—for the correctness of the auxiliary
variables. This approach works for arbitrary quantifier alternation, and can
verify systems where sequences of k observations, which can be arbitrarily
far apart, are sufficient to prove or disprove the hyperproperty.

In summary, the contributions of this paper are: (1) A novel logic SC-
HyperLTL for (asynchronous) hyperproperties on finite traces with past op-
erators, introduced in Section [3| (2) Two practical model checking algorithms
for SC-HyperLTL, presented in Section [4l (3) A report on a proof-of-concept
implementation of these algorithms, reported in Section

Motivating Example. Consider the following terminating function P, with
input in and output out which iteratively set out to 10(in + 1).
int tmp = 1;
out = in;
for (int i=0;i<10;i++)A{
int j = 03
while (j++ < in) tmp++;
out = tmp,;
}

We would like to show that—in spite of the internal program dynamics—if in is
smaller at the beginning of the execution, the n-th output will be also smaller



during the whole execution. We call this property reactive monotonicity, which
requires to relate multiple executions of the same program and, since the program
has to terminate, to reason with finite semantics. One attempt using a variation
of HyperLTL with finite semantics is:
ppgmne = VaVy.infz] < inly] = G(out]x] < outly])

which expresses that, for each pair of executions of P (here represented by trace
variables z and y) if x starts with an input lower than that of y (in[z] < in[y]),
then it is always the case that the output of x is smaller than the output of y:
G (out[z] < out[y]). During its execution, the program might perform internal
computations that are not relevant to the desired property but that can change
the outcome due to the synchronous alignment. Therefore, even if P guarantees
that the same assignment sequences of the variable out are “reactive monotonic”
in two executions, the property can be violated:

o1 == (=2,l=50ut=2,in=2) = (j =3,l =6,0ut=1) = (out = 3)
og:=---—=(j=2,l=5,0ut=3,in=3) > (j =3, =5,out =1) — (out = 3)

To fix this excessive synchrony, we adopt a semantics that evaluates the traces
asynchronously in general but synchronously over a set of interesting points. In
our example, we want to check the values of out at those points in which out
changes, which is achieved with the stuttering variants of the temporal modal-
ities. We also introduce context temporal modalities to reason over a subset of
the traces in a formula, restricting the temporal progress to those traces. The
use of contexts in this example is also motivated by the additional challenge that
finite traces introduce. The resulting formula is:

eS¢ = Va ¥y {out}.inz] < in[y] — G((end[z] < end[y]) A outlz] < outly])

where end[x] captures whether trace = has a successor, defined as (x)XT using
the context modality. The set {out} denotes that the interesting positions are
the points in which out changes. The globally modality is then evaluated only
over interesting positions i.e. where out changes. Finally, 03¢ uses singleton
contexts with next operator in end[z] and end[y] to ensure that the traces have
the same amount of “interesting points”, by requiring that = has a successor iff
y has a successor.

Related Work. Starting from HyperLTL and HyperCTL* [I7], many other
decidable temporal logics for hyperproperties have been proposed, including
HyperQPTL [35/19] and HyperPDL— A [27]. The semantics of all these logics are
synchronous, meaning that temporal modalities move all traces in a lock-step
manner. Moreover, none of these logics consider past operators.

Recently, several works have introduced hyperlogics capable of handling an
asynchronous traversal of traces, which is useful for addressing speed variations
introduced by compiler optimizations, scheduling, and other factors. In [28], the



temporal fixpoint calculus H,, is introduced, featuring operators to describe the
independent progress of each trace. In [5], the asynchronous hyperlogic Obser-
vation HyperLTL is introduced. This logic is decidable and similar to the one
defined here. The main differences between the two are that (i) SC-HyperLTL
allows reasoning locally on traces using singleton contexts, and (i4) observational
HyperLTL considers different observation conditions for each trace, whereas
our logic selects a set of LTL formulas to define identical observations for all
traces. Similarly, [3] presents Asynchronous HyperLTL (A-HLTL), which ex-
tends HyperLTL with the notion of trajectories, introduced in [I], to control
the progress of the traces. Our first algorithm is similar to the stutter algo-
rithm from [3], but our fragment is strictly richer, allowing synchronous bounded
operators as well and directly supporting past operators. Two other exten-
sions of HyperLTL [I4] are stuttering HyperLTL (HyperLTLg), which describes
with LTL formulas the interesting points of each trace, and context HyperLTL
(HyperLTL¢ ), which restricts the progress of specific subsets of traces. In a re-
cent work [], we defined a general combination of HyperLTLg and HyperLTL¢
for infinite traces with non-prenex quantifiers. The logic presented in that work
subsumes the logic considered in this paper. However, that work was purely the-
oretical, focusing on a general logic and a decidable fragment to handle complex
diagnosability specifications such as Finite Delay Diagnosability [I3]. All of these
logics are defined for infinite traces and most of them do not support past oper-
ators. Two exception for finite traces are [24] and [2]. For what regards [24], the
logic introduced there is synchronous, lacks past operators, and provides no tool.
On the other hand, in [2] the formalism considers both finite traces and asyn-
chronous systems. However, the formalism is conceptually different and based
on automata rather than temporal logics.

Several tools have been proposed for verifying synchronous hyperproper-
ties: MCHyper [23] (which reduces alternating-free verification to LTL model
checking), AutoHyper [6] (which implements explicit-state automata construc-
tions), and HyperQB [30] (which follows a bounded-model approach by gener-
ating queries for a QBF solver). Recently, new works have focused on verifying
asynchronous hyperlogics [29/58412T]. In [29], the BMC-based verification of
HyperLTL has been adapted to handle A-HLTL. While similar in spirit to our
second algorithm, the key difference lies in our algorithm’s ability to reason over
unbounded executions. Another notable difference between the two approaches is
in their reduction techniques. Our method reduces the problem to a synchronous
HyperLTL model-checking problem, whereas [29] reduces it to a QBF verification
problem. The remaining works employ very different techniques. In [5], the au-
thors reduce Observation HyperLTL model checking to a game-based verification
using predicate abstraction. In [21], symbolic execution is used to efficiently find
counterexamples to asynchronous V3 hyperproperties. Finally, in [4], Hoare logic
is used to reason over V3 temporal safety properties in asynchronous programs.



2 Preliminaries

We use N for the set of natural numbers, (i, 5) for the set {k | i < k < j}, [i, 7]
for {k|i <k <j}, [i,j) for {k|i <k < j}and (4,j] for {k|i <k <j}. We
fix a finite set AP of atomic propositions and use X = 24P for the alphabet. A
finite trace is a finite sequence o = agay - - - of letters from X is (i.e. a word from
X*). Similarly, an infinite trace o is a word from Y. Given a finite or infinite
word o, we use o(i) for a; and o for the suffix a;a;11---. A pointed trace is a
pair (o,4), where 7 € N is a natural number (called the pointer). Given a pointed
trace (o,i) and n € N, we use (o,i) + n for (0,7 + n).

Symbolic Transition System. A Symbolic Transition System (STS) M is a
tuple M = (V,I,T,F) where V is a set of Boolean (state) variables, I(V) is
a formula representing the initial states, T'(V,V’) is a formula representing the
transitions, and F is a set of formulae f(V') representing the fairness conditions
(final condition on finite traces) i.e. a condition that must occur infinitely often
in an infinite trace (at the end of finite traces). A state of M is an assignment to
the variables V. A trace of M is an infinite sequence sg, s1, . . . of states such that
so =1, for all i > 0, s;,5;,, = T, and for all f € F, for all i > 0 there exists
j > ist. s; = f. Similarly, a finite trace sg, s1,. .. is a finite sequence such that
so =1, foralli >0, s;,s;,, =T, and for all f € F: (o,|0] —1) |= f. Given two
transitions systems My = (V4, 11,71, F1) and My = (Va, Is, T, F5), we denote
with Ml X M2 the synchronous product <V1 U VQ,Il A IQ,Tl A T27F1 @] F2> We
refer to Traces(M) as the set of all infinite traces of M and Traces’ ™ (M) for the
set of non-empty finite traces of M.

The Temporal Logics LTL and LTLg. We consider LTL [34] with past [31]
(called PLTL), which has the following syntax:

pu=TlaleVe |9 |[Xe|Yp[eUgp|pSe

where a is a proposition, V and — are the usual Boolean disjunction and negation,
while X, U, Y and S are respectively the “next”, “until”, “yesterday” and
“since” temporal operators. The semantics of PLTL associates pointed traces
with formulae as follows (we omit Boolean connectives, which are standard):

i) Ea Sa€o(i)

) = X Si<l|lol—land (g,i+1) E e

) EYe <i>0and (0,i—1) =

) E ¢1 U o < for some j € [i,|0]), (0,7) = @2 and for all k € [1,5), (0,k) E ¢1
)

We also use common derived operators like L, A, R (dual w.r.t. negation of U),
F, G, O (O¢:=TS¢), H (dual w.r.t. negation of O), T (dual w.r.t. negation
of S) and Z (the dual w.r.t. negation of Y). The variant LTL; of PLTL for finite
traces [33l25] borrows the syntax from LTL, with an additional abbreviation:



N = =X=p. A Symbolic Transition System M is a model of an PLTL formula
¢, denoted by M = ¢, whenever Traces(M) = . Similarly, M models an LTLy
formula ¢ whenever Traces’ ™ (M) = .

The Temporal Logic HyperLTL. HyperLTL [I7] is a temporal logic for
hyperproperties. The syntax of HyperLTL is:

an=3Jr.o|Vr.a|e pu=alz] e Vel | XeleUgp

where x is a trace variable from an infinite set VAR of trace variables. The
intended meaning of a[x] is that proposition a holds at the current time in trace
x. Trace quantifiers 3z and Vz allow reasoning simultaneously about different
traces of the computation. Atomic predicates a[x] refer to a single trace z. Given
an PLTL formula «, we denote by «[z] the formula obtained by substituting
every atomic proposition a with a[z].

Given a HyperLTL formula ¢, we use TrVars(p) for the set of trace variables
quantified in ¢. A formula ¢ is well-formed if for all atoms a[z],  is quantified
in . Given a set of infinite traces T, the semantics of a HyperLTL formula « is
defined in terms of pointed trace assignments, which are partial mappings of the
form IT : TrVars(a) — (T x N). We use Dom(IT) for the subset of TrVars(i) for
which I7 is defined. Given a trace assignment I, a trace variable x, a trace ¢ and
a pointer p, we denote by II[x — (o, p)] the assignment that coincides with IT for
every trace variable except for z, which is mapped to (o, p). The trace assignment
with empty domain is denoted by Ily. Also, we use II + n to denote trace
assignment IT" such that IT'(z) = II(z) + n for all x € Dom(II) = Dom(II’).
Given a partial trace assignment Il and a set of traces T, the semantics of
HyperLTL is as follows (we again omit V and —):

II'l=r 3x.a < forsome o €T, Iz~ (0,0)] Er o

II'l=rVe.a < foralloeT, Iz~ (0,0)] Er o

II'=r g eIl =y

IT |= a[z] < a € o(p), where (o,p) = II(x)

IT = 1 U ¢y < for some j >0 (IT + j) = p2,and forall ¢ < j,(IT + i) = o1
ITEXe eI+

Note that quantifiers assign traces to trace variables and set the pointer to the
initial position 0. We say that a set of infinite traces 7" is a model of a HyperLTL
formula ¢, denoted T' = ¢ whenever IIy =1 . We say that a Symbolic Tran-
sition System M is a model of a HyperLTL formula ¢, denoted by M | ¢,
whenever Traces(M) | .

3 The Logic SC-HyperLTL for Finite Traces

We now introduce SC-HyperLTL, a decidable logic that combines the stuttering
feature from Stuttering HyperLTL with a limited version of the context feature
from Context HyperLLTL. Our logic is expressive and at the same time enjoys



a decidable model-checking problem. Since both HyperLTLg and HyperLTL¢
are undecidable so is their unrestricted combination (see [§]), so our logic can
be seen as a (decidable) useful fragment of such a rich logic. This logics ex-
tends HyperLTL with two new features from HyperLTLg and HyperLTLg: I’
operator and the singleton operator (). The singleton context operator evalu-
ates a formula over a single trace variable x ignoring whether or not the other
traces terminated. The I'-operator is used to restrict the evaluation of formu-
lae to observation points determined by I'; then, the temporal operators are
synchronously evaluated on these observation points.
The syntax of SC-HyperLTL is:

a:=Vr.a|Ir.a| e
pi=(z)Bz] | alz] | v | oV |Xp[eUp|Yp|pSep

where a € V, I' is a set of PLTL formulae over V, § is a PLTL formula over V'
and S[z] is defined by replacing each variable a € V' occurring in 8 with a[z].

To define the semantics, we first introduce I'-stutter factorizations, adapting
the definition from [14].

Definition 1 (I'-stutter factorization).

Let I' be a finite set of PLTL formulas and o a finite trace. The I'-stutter
factorization of o is the unique increasing sequence of positions {ig...ix} such
that ig = 0, iy, = |o| — 1 and:

— for each 0 € I' and j, 0 < j < k, the truth value of 6 along [i;,i;41) does

not change, i.e., for all h,l € [ij,i41), (o,h) =0 if and only if (0,1) = 6.

— the truth value of some formula in I' changes along adjacent segments (except
at i), i.e., for each 0 < j <k —1, for some § € I', (0,i;) = 6 if and only

if (0.i11) - 0.

In order to define the relevant positions, we define a finite version of the successor
and predecessor relations. We use a special symbol und (meaning undefined) to
denote the successor of the last point in the trace and the predecessor of the first
point in the trace.

Definition 2 (Relativized successor).
Let I' be a finite set of PLTL formulas and o a finite trace. The relativized
successor and relativized predecessor are defined as follows:

_ und Ifi>lo] -1
sucer(o,1) = i T ]
(0,ij41)  If i € [ij,ij41) for some j € [0, k)
_ und Ifi=0o0ri>|o|—1
predp(o,i) := i ) o ]
(0,45) If i € (ij,ij41] for some j € [0, k)

We extend the previous definitions to the trace assigment IT as follows;
succr(und) = und if there is a trace variable z € VAR such that the succes-
sor succr(IT)(x) = und. Similarly, pred,(II) = und if there is a trace variable



x such that the predecessor pred,(IT)(x) = und. Otherwise, succr(IT)(x) =
sucer(II(x)) and predy(II)(z) = predp(II(x)) for each x € VAR.
Finally, we define the semantics of SC-HyperLTL as follows:

IIEr3Jdz.a < forsomeoceT, [z (0,0)] Fr «
II'l=rVe.a < foralloeT, Iz~ (0,0)] EFr o
Ierly & (L) [y
(I1,T) = alx] ¢ a € o(p), where (o,p) = II(z) ‘
(II,T") = 1 U 2 < for some j > 0 succy(IT) # und, (succp- (1), I') = oo,
and for all ¢ < 7, (succ-(IT), I') = ¢1
(I, T) =Xy < sucer(IT) # und and (sucep(IT), I) = ¢
(II,T) = ¢1 S o < for some j > 0 predp(IT) # und, (pred.(IT), ') |= 2,
and for all i < j, (pred(IT),I") = 1
(UI,I') =Yy < predp(I) # und and (predp(I1),I') |= ¢
(I1,1) = (1)Bla] & (0,3) = 3 with (0,1) = [1(2)

Theorem 1. Model Checking of SC-HyperLTL is decidable.

The proof proceeds by interpreting the logic on infinite traces, which is proven
decidable in [§] via a reduction into QPTL (quantified propositional LTL) [30].
The resulting QPTL formula encodes the context and stuttering modalities using
special padding letters and encoding the states of the model, and additionally
requiring self-loop fresh states to create infinite traces from models with finite
traces. The encoding from SC-HyperLTL to the logic defined in [8] can be found
in the Appendix of the extended version of the manuscript [9].

Reversing formulas. We now introduce an interesting property of our logic
on finite traces. We first define the reverse function on formulas.

Definition 3 (Reverse SC-HyperLTL formula). Let ¢ be a SC-HyperLTL
formula. We define rev(p) as follows (here, I'p := {Xrev()|0 € I'}):

rev(Vax.) := Va.rev(y) rev(Xe) := Yrev(y)
rev(Jx.p) := Jx.rev(p) rev(Y)) := Xrev(t))
rev(I4)) := [gr.rev() rev((z)) := (x)rev(y))
rev(v[z]) == vz] rev(ypy U ahp) == rev(tr) S rev(ipz)
rev(11 V h2) 1= rev(hr) V rev(1ha) rev(11 S ) = rev(1h1) U rev(is)

reo(—~p) = —reu(s))

The reverse of a formula considers the trace in the opposite time direction, which
is enabled by having future and past operators and traces having a beginning
and an end. Since I" points are evaluated considering the points with different
past evaluation, we need to reverse I' as well. Given a trace ¢ we use o~ ! for
the trace such that 071(i) = o(N — i) where N = |o| — 1. We use II ! for the
trace assignment that assigns c~! to 2 when IT assigns o to z. The following
holds directly from the definition.

Theorem 2. For every formula ¢, rev(rev(p)) = p. Given trace assignment I,
(I, T) = ¢ if and only if (II71, IT'r) = rev(p).



Properties Expressible in SC-HyperLTL. We now show some important
practical properties that can be expressed in the decidable fragment of the logic
(others include observation determinism, initial-state opacity, etc).

GMNIJ26]: Goguen and Meseguer non-interference states that the observations
of public information do not change when the secret information is removed. We
can define this property for the asynchronous setting with the following formula:

V. Jy.{lo}.(z)GA[x] A G(lo[z] < lo[y]),

where lo represents the public information and A represents the absence of secret
inputs.

Observational Determinism/[38]: Observational determinism states that if two
executions have the same initial low input, then the two executions will be
indistinguishable observing only low output. In the asynchronous setting we
can express it with the following property, where LI and LO are respectively
the sets of low inputs and low outputs.

Va.vy {LO}. N\ (v[z] < vly]) = A G(ulz] < vly)),

veLI veELO

Battery Sensor. Consider the high level model shown in Fig. [I} which describes
a battery sensor. To deal with hardware faults in the sensor, a second sen-
sor is used as a backup, and a Selector component chooses which sensor out-
put (sensedl/sensed2) shall be considered. The selector component is connected
with the Recovery component which detects faults like abnormal oscillations and
triggers a recovery action by sending a “recovery” signal (dashed blue line). The
Selector component will then choose Sensor2 as the main sensor. We assume
that faults are permanent and that sensors run asynchronously.

For any execution with a fault, all observationally equivalent executions
(from the Recovery component perspective) trigger a recovery command within
a bounded amount of steps, where an observation occurs when sensed changes:

Orec := V. ¥y.{sensed}.G(obseq A (x) faulted[z] — (y)F<Trcufy])

where F=9¢ is the bounded future operator defined as ¢ vV X(F<9~1¢) with
F=0 := ¢, obseq := H(sensed[z] <+ sensed[y]) , faulted := (—~chd(sensed) S fault)
and chd(sensed) determines whether the sensed value changed.

The set {sensed} is used to consider only the relevant points in which the
sensed value changes. The formula obseq ensures that the two traces have the
same sequences of sensed values. Then, faulted[z] states that a fault occurred
between the last observation point and the current one. Finally, the consequence
is that the recovery command is activated within d steps in the related trace y.
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faultl
y So--

out sensed1

[ Battery 4>[ Sensor 1 ]—,—>[ Selector ]
) >
- 3
sensed : recovery
fault2 y !
e 1

sensed?
Sensor 2 Recovery

Fig. 1: Redundant Sensor System with Fault Detection, Isolation, and Recovery
component schema. The coloured rectangles represents the internal components,
the black arrow represent the data-port connection between components, the red
dashed arrows represent fault events and, the blue dashed arrow represent the
recovery signal.

4 Model checking SC-HyperLTL

We now introduce two algorithms to verify SC-HyperLTL. These methods are
defined for the finite-trace semantics studied in this paper, but they can be easily
adapted to infinite-trace semantics.

4.1 Algorithm 1: Stuttering Encoding

The main idea is to extend the transition system to encode stuttering and intro-
duce sub-formulas that encode alignment constraints for the observation points.
The resulting transition system and formula can be verified using standard Hy-
perLTL model checking. The model transformation is as follows.

Definition 4 (Stuttered extension). Let M be a STS. We define the stut-
tered extension of M as M*' := (VU{st, halt}, IA—halt, T**) where st, halt are two
fresh Boolean variables and T = ((stV halt) — N\ o\, (v = v)) A((—stA—halt) —
T) A (halt — halt') modifies T including stuttering transitions and halting self-
loops.

Essentially, Mt duplicates every state of M with a new version that models stut-
tering. M*! also adds a halting self-loop for every final state, so every accepting
word of M is extended into an infinite word in Mt

Definition 5 (Alignment under stuttering). Let I" be a finite set of PLTL

formulae, z1,...,x, be a collection of trace variables. We define 05 as follows:
03 .= G(—end® — /\ (Or[x;] < 0r[x1])), where
1<i<n

— Op = first** V last™ v Voer (Y0 < =0) represents the observation points,
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— end®" := \/| <;,, halt[x;] models the termination of some trace,

— first” := Z L captures the first state of a trace (the same for all traces), and
— last® := =halt A Xhalt represents the last state.

Def. [5| introduces the alignment constraints of the traces at the observation
points. The alignment is preserved up to the “end” of the “shortest” stuttered
trace. The formula 6 captures observation points, which include the initial state
first® and the final state of the trace last®’. The antecedent of the implication
holds whenever one of the traces has not surpassed the final state yet, while the
consequent is the same truth value of observations of each trace. This constraint
synchronously evaluates the observation points by padding the non-aligned ob-
servations using stuttering expansion.

We now introduce a variation of rewriting of formulas from [10] adapted
to SC-HyperLTL. This rewriting R takes two quantifier-free and I'-free SC-
HyperLTL formulae ¥ and ¢ and produces a quantifier-free HyperLTL formula:

Definition 6 (Stuttering Rewriting of SC-HyperLTL). Let ¢ be a quan-
tifier free SC-HyperLTL formula without I' operator. We define the rewriting
R, (V) as follows:

Ry, (vlz]) = v[z]
R, (79) := 7R, (¢)
R (1 Vih2) := Ry (¥1) V R, (¥2)
RW(@WJ) = Rst[:c]\/halt[m] ("/))
R@st (X’(/}) = X(@St U (ﬁwst A Rtpst(w)))
Rsast(ng =Y (pst S (75t A Ry, (¥)))
)

Finally, let ¢ := 'y and let ©1 be a trace variables occuring in . We denote
R(p) == Rppfey]-

Temporal operator formulae are evaluated at positions where pg; is false (that
is, aligned at non-stuttering positions). For example, R, (Xp[z]) would be true
under the HyperLTL semantics only if at the next occurrence of =, the variable
plz] is true. A detailed description of the PLTL part of the rewriting can be found
in [I0].

For singleton-context formulas, ¢ is replaced for the subformula with st[x]V
halt|z] that represents either a local stuttering state or the end of the local
trace. The intuition is that, with singleton context, we want to only evaluate
the points that are relevant for the local trace. For non-singleton formulae g
is set to =fp[z1] V end®'. Therefore, each temporal operator is evaluated only at
the observation points of x; in which no trace has terminated yet. Provided the
alignment of Def. [5| the observation points that need to be evaluated with finite
semantics are the ones in which 0p[z1] A —end® is satisfied.
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Theorem 3. Let M be a STS and ¥ be a quantifier-free SC-HyperLTL formula.
Then,

M EVzy.. Vo,. Ty if and only if M5 =V, ... V2,08 = R(Y)
M E 3z ... 3z, T if and only if M |z ... 32,05 A R(Y)

Proof. (Sketch) The constraint 65¢ forces the traces to be aligned at the positions
in which one of the elements of I" changes or at the final or initial positions. Given
this alignment, R parses I'-temporal operators evaluating them only in the I’
positions of the first trace (which is aligned with the other traces). Note that
in SC-HyperLTL context operators occur only with singleton contexts and with
sub-formulae over the context trace, so R, ({x)1) restricts the evaluation of 1 to
the points in which st[z] V halt[x] is false, that is, on the local points of the trace.
It is easy to see that the original semantics is preserved by the translation. The
complete proof is in the Appendix of the extended version of the manuscript [9].

4.2 Algorithm 2: Bounded Observations

We now introduce an alternative algorithm to deal with asynchrony for formu-
las with arbitrary quantifier alternations. This algorithm introduces k£ history
variables {v1,... v} for each variable v occurring inside the formula. The in-
tended meaning of v; is to mimic the value that v has at the j-th position of the
stuttering factorization of the trace. Then, the variables are used in a BMC-like
approach [7] to check whether the property holds on a horizon with at most &
observations. If k observations are sufficient to prove or disprove the property
then the outcome is informative. Note that the bound k is on the number of
observations and not on the length of the trace, which is unbounded.

To simplify the encoding we consider formulae without singleton context
expressions. Every single context sub-formula can be translated into automata
with standard techniques, and the sub-formula can be replaced by a fresh variable
as shown in Prop. below. In this section, given an LTLy formula 5 over variables
V', we denote Mg as the STS with alphabet V' U {vg} such that for each (finite)
pointed trace (o,1), (0,1) = 8 < (0,1) =5 vg. We use Sub(y) for the set of all
the sub-formulas of ¢.

Proposition 1 (Removing singleton context) Let M be a STS and « be a
SC-HyperLTL formula. M =y o if and only if (M><><<I_>B[I_]esub(@) Mpg) =y o,
where o/ is obtained by replacing each occurrence of (x;)B[x;] with vg[z].

Definition 7 (Padding traces). Let M be a STS, we define MP*® as the STS
with a self-loop transition at the end of each evecution: MP* := (V U {end}, I A
—end, (mend’ — T) A (end” — A,y v =0") A (end — end’), F U {end})

To deal with the fact that local traces might have different lengths, Def. [7] intro-
duces the notion of padding traces by using the end variable.
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Definition 8 (History-variable STS). Let M be a STS, V C V be a set of

variables, Vi:: {vi | v € V,0 <i <k} be the set containing k copies of the
variables of V' and pos be an enum variable ranging from 0 to k + 1.

We define the STS P(;“F 7= (V UV U {pos, vg,., end}, pos = 0, T*) with

Tk . (obsp — pos’ = pos + 1) A (mobsp — pos’ = pos)A
AN, a7 ((pos =i A obsp — vj = v) A (pos # i V mobsp — vj = 1;))

where vy, represents the points in which elements of I' changed, obsp := —end A
(ve, V end V pos = 0) represents the observation points in the trace i.e. either
the points in which elements of I' change, the initial state or the last point of
the trace.

Def. 8] introduces the behaviour of history variables. Variable pos counts the
observations seen so far, initialized to 0, and increased each time an observation
is encountered. If, more than k observation are encountered pos takes the value
k + 1 (encoding that more than k observations have happened). Each variable
v; mimics the value of v at the i-th observation. When pos = i, it takes the
current value of v (v] = v), otherwise it stutters (v, = v;). It should be noted
that, before the i-th observation, v; can take any value. Variable vy, represents
the points of observations, where one of the § € I' changes. Fig. [2] shows two
traces of a system, with I" = {a} and k = 3.

Definition 9 (K-bound unrolling). We define the bounded unrolling of quan-
tifier free SC-HyperLTL formulas up to k. The complete encoding assumes for-
mulae in negation normal form i.e. in which negations only occur over predicates.

‘|CL7 ﬁal’ ) o
a, pos = pos -1 a,pos =1 -—a,pos= pos —9 a,pos = 2

i
@A@A@Ar\rl

a,pos =0 a, 0o, —a, pos = 14a,7a1 a, az a, az a, az
pos=1 pos = 2 pos = 3 pos = 3 pos = 3

a, az, end

Fig.2: Traces o, ¢’ with the construction in Alg. 2 for k = 3 and I’ = {a}.
History variables are shown in blue; the end of the local traces are encoded
by end variables, shown in purple; pos variables are shown in teal. Red dotted
lines map the I'-points of o with the corresponding I'-points of ¢’. Pink circles
represent the non-interesting trace points and purple boxes the end of the traces.
The trace ¢’ is shorter than o, so ¢’ is extended to be aligned with o in the very
last position according to Def. m
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Plelk := p. For alli < k:

Plol=]]} = vil2] Plwla]]f = —vifa]
PTbr V o]k i= P[] ¥ Vv P [opa] Pl A o] ¥ i= Pl )5 A Ppa])
P[X ]t = —endi™ AP[R]E, INrolf = endi™ v P [vlE

Plvr Up o]t = p[Wzﬂ? \% (leﬂk PIXT]F A p[Wl Ur ZDQ]]ZH)
Pln R po]f == "lalf A (Tl v PINLDE V2 [1 R o]y )
PIYryls =L PlZryls =T PIYpoly ="l PlZryly == "],
PTn Sp o]y o= P[] V (CTenlf APIY TIE AP [4b1 Sp4bo]¥ )
PTr Tr allf = PTallf A (Plon]F v (PIZL]F V P[r Tr a]fy))

where endy :=\/,cyap(pos[z] < i), pe {L,T}.

The formula “[$]% introduces an unrolling of formulas following the finite se-
mantics of the operators, using the history variables as if they were synchronous
projections of each trace and then traverse the traces synchronously. Since each
trace might have a different number of observations, the encoding considers the
end of the projected trace as the position i such that at least one trace has
pos =i (endy).

The following theorem establishes the correctness of the reduction from SC-
HyperLTL to HyperLTL with finite semantics using Def. [7] Def. [§] and, Def. [9]

Theorem 4. Let M be a STS, let ¢ := Qpxy ... Q1x1.1.0 be a SC-HyperLTL
formula, where each Q; € {V,3} is a quantifier, let Op := \/yc (=0 < Y0).
Consider ME := MP x My, x Pekpv to be the STS constructed by the syn-

chronous composition of Pekpv with M and My, extended with end transi-

tions. If ME =y G(pos < k) holds, then M =; Qua,, ... Q1x1.9 iff Mf =y
Ony ... Q121.G(NL — “[¥]k). Moreover,

— If ME = Qup ... Q. G(NL — “[¥]5) then M f=; Quty ... Qi1.9).
— If ME Vg Quy ... Q121 . G(NL — " [Y]%) then M b Quay ... Qizy.4)

The theorem establishes a correspondence between the model-checking of a SC-
HyperLTL formula in the original STS M and in the synchronous composition

of MP* M, . and Pg 7 The extended system M, g incorporates the evaluation

of I" points using My,.. The extended system considers traces with possibly dif-
ferent lengths via MP%¢, and incorporates Pk + to keep track of the assignments
of variables in the observational point. The ﬁrst part of the theorem states that,
if M has at most k observations, then the unrolling *[4]% is satisfied at the end
of the traces (i.e. when N_L is true) if and only if the original model-checking
problem holds. The second part of the theorem considers a partial relation be-
tween the model checking results of both problems. If the unrolling provides a
positive result then the original formula satisfies the property as well. If prov-
ing the property requires more than k steps, the rule ” [[w}]]g returns L as result
(with p = 1). Conversely, with an “optimistic” view by setting p = T, a nega-
tive result (i.e. the property is not satisfied) entails that M violates the original
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formula. This mimics the pessimistic (resp. optimistic) semantics [30] for syn-
chronous BMC with the difference that in our algorithm the actual traces have
unbounded length.

Beyond k-observations. It is possible to extend Alg. 2 relaxing the global limit
of k-observations into k-difference-in-observations, where observations are stored
and evaluated modulo k. In Alg. 2 the i-th observation is stored at point ¢ (assum-
ing i < k) and remains fixed for the rest of the trace. In the extended approach,
the storage of observations would cycle (indexed by ¢ mod k), allowing prop-
erties to be checked dynamically over the trace. To support this, an additional
constraint needs to keep track of which trace is the fastest, enabling evaluation
relative to trace alignment. This modified algorithm can handle systems where
the differences in observations is bounded by k.

5 Proof of Concept Implementation

We implemented the techniques described in Section [4] in a proof-of-concept
implementation using the nuXmv model checker[I6]. The implementation applies
the translations described above and outputs either a self-composed SMV model
(if the property has no quantifier alternation) or an AutoHyper model (see [6])
with its corresponding HyperLTL property.

To validate our approach, we use three examples: (1) the example in Sec-
tion (1} (2) a variation of the battery sensor from Section [3| and (3) the parallel
composition, under interleaving semantics, of two programs: P0, that can take
an arbitrary number of steps to terminate, and P1, which terminates after k
steps. A scheduler that decides non-deterministically which process runs: P0 (if
sched = 0) or P1 (if sched = 1). We intend to prove that the execution of P1 is
deterministic no matter what P0 does, encoded as follows:

Yaet := Ve Vy{Pl.var}.(x) FSchd[z] A {(y) FSchdly] — G(P1.var[z] + Pl.varly])

where FSchd := G(NN_L — sched = 1) states that the last scheduled process is
P1. The property states that, if in the last transition of both traces P1 is sched-
uled, then the two programs have always the same value of variable P1.var. We
analyzed variations with quantifier alternations, incorrect versions (with man-
ual bugs), and versions with unbounded amount of observations and controlled
scheduling for bounded observations. The experimentsﬂ were run on a cluster
with Intel Xeon CPU 6226R nodes running at 2.9GHz with 32CPU, 12GB. The
timeout for each run was one hour and the memory cap was set to 1GB with
1 CPU assigned for each instance. Table [I] reports the execution times of the
approaches. We observe that nuXmv is able to solve quite rapidly all instances,
but AutoHyper suffers a significant performance slowdown. One possible reason
is that encoding the behavior as part of the formula has a significant impact

5 All the data can be found at https://es-static.fbk.eu/people/bombardelli/
papers/spin25/spin25.tar.gz


https://es-static.fbk.eu/people/bombardelli/papers/spin25/spin25.tar.gz
https://es-static.fbk.eu/people/bombardelli/papers/spin25/spin25.tar.gz
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Table 1: Empirical evaluation, where * means non-informative with k-bound due
to too many observations (TO is 1h). Dashed line on tools mean that they cannot
be solved with it. For instance q.alt. model cannot be checked with nuXmv and
models with past (Battery Sensor) cannot be checked with AutoHyper.

nuXmv AutoHyper

Name Method Bound Outcome Time (s) Time (s)
Process n = 2 k-bound (Alg.2) 3 True 2.82 5.54
Process n =4 k-bound (Alg.2) 5 True 4.03 TO
Process n =4 Stuttering(Alg.1)  — True 1.86 MO
Process n = 6 k-bound (Alg.2) 7 True 4.17 MO
Process n =6 Stuttering(Alg.1)  — True 2.65 MO
Process n = 6 (bug) k-bound (Alg.2) 7 False 3.33 MO
Process n = 6 (bug) Stuttering(Alg.1) - False 3.02 MO
Process q. alt. n =2 k-bound (Alg.2) 3 True - 34.93
Process q. alt. n =3 k-bound (Alg.2) 4 True - TO
Motivating example k-bound (Alg.2) 7 True 1245.95 TO
Motivating example k-bound (Alg.2) 3 False* 34.64 TO
Motivating example Stuttering(Alg.1)  — True 20.88 6.19
Battery Sensor k-bound (Alg.2) 7 False* 11.86 -
Battery Sensor Stuttering(Alg.1)  — True 6.03 -
Battery Sensor (bug) Stuttering(Alg.1)  — True 3.04 -

on explicit state model-checkers like AutoHyper. Another possibility is the ad-
ditional variables introduced to deal with traces of different lengths. We leave
the research of how to alleviate this problem as future work. More in general, we
observe that Alg. 1, that applies stuttering rewriting (for quantifier-alternation
free instances) is more successful (when applicable).

6 Conclusion

We introduced SC-HyperLTL, a novel temporal logic with past for express-
ing hyperproperties over finite traces, that combines features from two exist-
ing asynchronous hyperlogics: stuttering HyperLTL and context HyperLTL. SC-
HyperLTL addresses the challenge of verifying systems with finite traces, where
events occur asynchronously and past operators are required. We established the
decidability of model-checking SC-HyperLTL and proposed two practical algo-
rithms for its verification: one based on stuttering translation and the other that
leverages auxiliary variables. We implement these in a proof-of-concept proto-
type based on the nuXmv model checker, showing the feasibility of the approach.

One major direction for future work is the verification of decidable extensions
of our logic [8], which currently lacks practical verification techniques. Another
future direction is to improve the performance. For Alg. 1, one possible direction
is to try to reduce the problem to invariant checking. For Alg. 2, we will study
how to relax the k-observation assumption. Finally, although the decidability
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proof provides an implicit upper bound on complexity, it would be interesting to
determine the exact complexity of our logics. Additionally, it would be valuable
to precisely characterize the complexity of both the stuttering and k-bound
algorithms.
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A Proofs from Section [3]

A.1 Decidability proof

Definition 10. (Finite to infinite) Let ¢ be a SC-HyperLTL formula, we define
a rewriting for SC-HyperLTL (7 (¢):

¢ (C,v[z]) == v[a] ¢ (Cyp1 Vo) i= %0{\/ ]

(O, ~p) = =gl ¢ (C, (@)alz)) = (2! (z}, alz)
F(Xp) i=X(O0D,m Ae) (Cop1 Ug) =] U B A )

(O, Yy) =Y/ ¢ (Cyo1 S pa) =0l S}

where Hé = Npec(—Xend[z]) and o = (F(C, ).
Finally, we denote the rewriting for quantified formulae ¢ as

¢F (V) = Va.¢l () ¢F(3Fr.p) :=3.¢7 ()
I (L) :=TT.((VAR, )

where I'f .= ' U {Xend}

Proposition 1. Let M be a STS and ¢ be a SC-HyperLTL formula, M =
End(M). ‘
MEj e M™ ()

Proof. Consider IT as a trace assignment over Traces’” (M) and IT¢" as the
trace assignment over Traces(M /) as the corresponding assignment augmented
with end. More formally, Vo € VAR : V0 < j < |o|,Yv € V : 0,j Ff v &
o™l = v where (0,i) = II(z) and (¢’,i) = II(x). We want to prove that
(II,T) &y ¢ & (I, I'7) = ¢/ (¢, Dom(II)) We prove the statement by
induction on the structure of the formula.

Before starting the proof, we observe that (*)if succr(IT) # und, succps (IT7)
is the trace assignment augmented with end of succr. Moreover, (**)if IT # und:
predp(IT) = predp; (IT°"Y) Finally, (***)succr (IT) = und < succps 05.

Base case: ¢/ (v[z], C): By hypothesis IT and IT¢"? have the same assignments
over vars.

Inductive case:

— (=, V): Follows by induction.

— (z)afz]: This is proved by the reduction from finite to infinite of LTLf de-
scribed in the literature.

- X:(IILT) =y X¢ < sucer(IT) # und and sucep(IT) =y 1. sucep(IT) = und
iff exists € Dom(II) .s.t. (o,|o] — 1) = II(x) < exists x € Dom(II) s.t.
0,7 = Xend with (0,7) = 1" (z) < I1°" (£ GDom(H) Finally, by (*):
& [T = 9 and succps (IT7) = ¢f (v) & (1T 1) |= ¢ (X, Dom(H))

— 1 Uy : (H I') =5 11 Uty & there exists k > 0 s.t. succh (IT) # und,
(succh, I') =4 4 and for all 0 < j < k : (succh(I),T) |=; 1/)1. By (*)
and (***): < there exists k > 0 s.t. (succh., (II7), I') HDom(H) and

(succh (ITT), ') |= ¢/ (2, Dom(IT)) and for all 0 < j < k : succ7
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— Y, S: Past is a simpler version of future.
— OP{pipy: Follows from the fact that in both cases the successor is the syn-
chronous one.

Proof. From Proposition [I] we can rewrite finite semantics formula into infinite
semantics formula. We can observe that, the obtained formula is in the decidable
fragment of HyperLTLg¢ ([8]) proving the decidability of this logic.

A.2 Reversibility proof

Proposition 2. For each trace o, for all index i, ¢ be an LTLy formula:

oY et ol —i—1; rev(y)
Moreover, 0,1 |=¢ ¥ & 0,1 = rev(rev(y))

Proof. We prove this proposition by induction on the structure of the formula.
We denote with m; as the corresponding index in o' and formally defined as
m; := |o| — 1 — 4. Base case is trivial because we have only v. We consider the
following trivial observations: m; = m;41 — 1,4 < j < m; > m;, mg = |o| — 1
and Mig|—1 = 0.

- X¢:0,i =5 X¢p < i < |o|—1 and 0,i+1 = ¢ & mi > 0 and o=, mip1 =y
rev(y) & o lmi B Yrev(y) & o=t m; =y rev(Xe).

m;=m;q1+1
— Y1 U 0,1 =5 1 Uty & thereexists o] —1 > k > ist. o,k =f
Yo and foralli < j < k : 0,5 Ef ¥ = there exists 0 < my <

ind.+rev
m; s.t. o7t my, =g rev(ihz) and for all my < mj < my; ot my Ep Y &
o=t mi g rev(yr) Srev(ye) & ot m; =y rev(ihy Uehy).
—Yi¢:oiEf Yo i>0ando,i—1=¢9 & m; < lo|—1 and 0=, m;_1 ¢
rev(1) < o~ tm; Ef Xrev(y) & o=t m; |y rev(Y).

Vi=Mi—1—
— 18a: 0,0 =5 Y1 Uthy & there exists 0 < k < i s.t. 0,k |=¢ 12 and for all i >
j>k:iojErpn & there exists m; < my < |o| —1s.t. o7, my 5

ind.+rev
rev(ts) and for all my > m; >m; 107, mj =5 1 & o~ m; Ef rev(yr)U
rev(ie) & ot m; ¢ rev(yn S v9).
Finally, since (¢71)"1 = ¢ and m,,, = ¢ it follows that o,i |=f ¥ & 0,i =5
rev(rev(t))).

Lemma 1 Let Z7 be the stuttering sequence of the trace o over the list of LTL
formulae I':
I?w = io ce ik

Moreover, let the reverse of a sequence I of positions over a trace o be defined

as
W (U Ee
"\ =7 Otherwise
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where i := |o| —i — 1. Then,
-1
z7]° = 17,
Proof. By succr and predp definition, we have the following properties:

1. 79 =0, ik:|a|—1ande€ [O,k):ij<ij+1
2. Foreach 6 € I', for all j € [0,k), forall h € [ij,ij41) : 0,h |=f 0 < 0,15 = 0
3. For all j € [0, k) there exists 0 € I' s.t. 0,i; =5 0 < 0,141 [~5 0

From [1]it follows that 7g = [0~!| — 1. Moreover, iy = |o|— 17 = 0. Moreover,
since each i; < i;41 we obtain with trivial arithmetic that j € [0,k) : i;41 < 7;.
From which we derive thatthe reversed sequence satisfies .

From [2} For each 6 € I, for all j € [0, k), for all h € [ij,ij11) : 0,h =5 0 &
0,45 =5 0 <& Foreach § € I', forall j € [0,k) forallh € (ij,ij41) : 0,h =f YO <>

0 . @lzl oL hEprev(Y0 < 0) & ..o h = Xrev(d) <> rev(6). Since
rop

0 < h < |o| —1, we can take 6’ := Xrev() and derive: - - - < For each §' € I'"*?,
for all j € [0, k), for all b € (ij,ij41) : 0 L h =r YO < 9' Since h is universally
quantiﬁed over (ij,i;41) there is an h = i;41 — 1 s.t. 07 i1 — 1 =5 YO <
0 <o i +1 Fr Y0 <0 @ For each 0’ € '™, for all j € [0, m) For all
h € (ij,ij41): 0L h 0 < 071141 |y 0. Therefore, we can conclude that
holds for the reverse sequence with I""°”. Note that it holds even if iy, # |o] —1
because in that case, while 071,0 ¢ 0 < 071 |y 0, for Xrev(f) it holds
the opposite; therefore, making the sequence starting from 0,7y ... satisfying
property 2.

From (3} For all j € [0, k) there exists 8 € I" s.t. 0,4 =5 0 & 0,441 5 6
Since by [2| each position outside of the sequence has the same truth value for
I', we obtain: --- & For all § € I', for each j € (0,k] : 0,i; =5 YO < -0 <

rev

i,y rev(Y0 +» —0). We apply the same transformation applied for

point 2. From which we derive: --- & for all ' € I, for each j € [0, lc)
0,1 =5 YO < 0. Smcelholds for our reverse sequence and smce k c+1= k
for each k. Then, --- < For all ¢/ € '™, for all j € [0,k) : TR

-1 7 !
0 T, l541 ):f —6'.

Proof of part one of theorem [3: To prove this part of the theorem we only
need to prove that the stuttering factorization of (I'z)® is equivalent to the
stuttering factorization of I" since the temporal operator part of the theorem
trivially follows from Prop. [2]

Since § are LTL formulas double reverse can be removed, obtaining (I'g)%® :=
Xrev(Xrev(d))|0 € I' = {XY0|0 € I'}. By stuttering factorization, each i, is
considered iff one of the § € I' changed for the j-th time or for, j = 0 and
j = k if it is respectively initial or final state. Since 6 is evaluated in the points
0 < j < k, i.e. not at the "border” of the trace, then § = XY proving the
equivalence.

From which we prove the first part of the theorem.

Proposition 2 [succr(I1)]~! = pred(II~1) and
[pred,(IT)] =t = sucer (IT~1)
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Proof. Trivially follows from Lemma

Proof of part 2 of Theorem|4 We denote in this proof succ-(IT) := II;, pred‘f(H) =
iy succh, (II7Y) = II; " and predy, (I171) == IT1~}.
We prove the theorem inductively on the structure of the formula.
The base case trivially holds since IT and IT~! point to the same assignments.

— (—, V) induction.

— ({x)pB[z]) From Prop.

- X: (II,1) &y Xy & I # und and (111, 1) ¢ ¢ P (IT~{ # und and
TOop

(I}, ') f=5 rev(y) < (IT71, Tr) b=y Yreu(y).
— (U) (II,T) =5 91 U 99 < there exists k > 0 s.t. I, # und, (IIy, I') =5 2
and for all 0 < j < k: (I;,I') =5 1 P@@there exists k > 0 s.t. 1_[:,1 =+
rop

und, (IT-},T'r) |5 rev(1s) and for all 0 < j < k : (U:;,FR) = orev(yr)

© (171, I'r) |5 rev(yy U ty)
-Y: (ILLT) =5y Yy II_1 #und and (II_1,I") =5 ¢ Prf;

and (I} ', I'r) =y rev() & (7", Ir) |y X,
— (S) (II,T) =5 Y1 Svy < there exists k > 0s.t. IT_y # und, (II_, I") =5 12
and for all 0 < j < k: (II_;,I") =5 ¢n s lzthere exists k > 0 s.t. H;,i +
rop

und, (11, ', T'r) |5 rev(ihs) and for all 0 < j < k : (H;17FR) =y rev(vr)
& (IT71,Tr) =y rev(yy S 1by).

|Z|(H1_1 # und

B Proofs from Section [4

B.1 Proofs from Section [4.1]

Definition 11. Let I be a trace assignment over M, we say that a trace as-
signment IT%% over M*t is a ”stuttered” trace assignment of II iff

— (In the mapping points the traces have the same assignments to V' ): for all
x; € Dom(I) : II*%(x;) = (oft,map,) where (0;,1) = I(x;) and for all
0<I<lo|—=1:forallveV: o, map =< o4l Efv

— (the stuttered traces are aligned over observations (changes in I') up to the
last observation of the trace with fewer observations): 115 |= 05

where map; (o) is the position of the l-th occurrence of state in o (map; when
the trace is clear from the context).

Lemma 2 Let II be a trace assignment, ¥ and pg be two q.f. HyperLTL prop-
erties. If g occurs finitely amount of time in II :

=Ry, () & -y, Ef ¥

where 114 is defined as follows: for all x € Dom(II) : (01|, #4(0,7)) =
Il 4| (x) where (0,7) = I (x), #4(0,7) counts the occurrence of ¢ in o up to po-
sition j and 0|y is defined as the subtrace obtained removing the states violating

o.
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Proof. The proof is an adaption of Lemma 1 of [I0] by generalizing single trace
to set of traces. Although the original Lemma assumes that ¢, occurs infinitely
often, it is easy to extend the proof to the case in which only finite occurrences
of w4 appear. It is sufficient to extend the proof of X considering the ““corner*
case in which we are at the last occurrence of ¢g;; in that case we would just
violate the rewritten formula (X(—¢s U (@& A Ry, (¢¥)))) adhering with the
standard finite semantics.

Proposition 3 Let (z)alz] be a formula and let IT and IT% be a trace assign-
ment and its stuttered counterpart.

(I1,T) By (v)alz] & I | Rosatela (7))

Proof. Since a[z] is defined over trace variable z: IT*" |= R_ [,y (az]) & o, i% |=
a where (0°%,7%") = II5*(z). From Lemma 2| 0%',i"" |= o < 0,1 |=f a where
(0,i) = II(z) and finally: 0,i =y a < II =y (z)afz].

Proposition 4 Let v be a SC-HyperLTL q.f. formula and let II and It be a
trace assignment and its stuttered counterpart.

If I Oplan) then (I1,T) oy 0 1T Renaeiv-ora, (1)

Proof. To prove the Lemma, we apply an inductive approach over the size of the
formula.
Base case: (v[z]): (II,I") =y v[z] © v € o(l) with (o,1) = II(x). By assump-
tion (o, map;) = II**(z) and o* (map;)|v| = o(l); thus, - - & II*" |= v[z]
Inductive case:

— (V, ) Trivially follows from induction and operator semantics

— (X): We can split the proof in two cases: succr(II) = und or succp(IT) # und.
If the successor is undefined, then there is one trace variable z s.t. (o, |o] —
1) = II(x). Thus, by assumption IT°" = Xhalt[z]. Since in M*! halt is only
present in sink states that loops forever, then R, gsty—g,.q, (X0) is violated.
If sucer (IT) # und, then by definition sucer (IT) points to the first occurrence
after the current one of each trace in which 6 is true. Due to the assumptions
on alignment of definition [T1] then such positions are exactly in the first point
s.t. Op[r] is true ie. --- < exists k > 0 s.t. 115 + k = —end™ A Op[z1],
I+ k =R (12) and for all 0 < j < k : IT° + j |= end™ Vv —0p[z;] <
RendStVﬂQF [z1] (X¢)

— (U): (II,T) = 1 Uthy & exists k > 0s.t. succh(IT) # und, (succh(IT),I") =5
9 and for all 0 < j < k : (succgp) (IT),T") =5 1. Since succ is defined iff

IT* |= =end® and as for X, we know that I'-successors in IT°* must satisfy
Or[z1]. Thus, - & exists & > 0 s.t. II*" = Repgoty—gpe,) (¥2) A —end® A
91“[1‘1] and for all 0 < j/ <K H‘gt—l—j/ ): Rendstvﬂgr[w] (wl)\/endSt\/Qp[xl] =
R..(¥1U o)

— ({z)alz]): Follows from proposition

— (past operators): simplified version of the future.
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Proof of Theorem[3
Proof.

M ):f Qx,...Qu.IY < Mt ): Qx, ... Q:m@}t ©g Rend'“‘\/ﬁOF[acl](w)

— (=) Suppose that M {=¢ Qu,, ... Qu1.I\¢p and M5 £ Qu,, ... Qu1.05 g
Rend“Vﬂep[wl](w)'
We consider case @ = V: Then, there must be a trace IT°¢ s.t. II% =
03 N “Rengstv-or[z1) (). Since IT°" is a trace of M*", there exists a trace
assignment that is defined as IT, fsttatel s.t. IT°% is the ”stuttered” trace as-

signment of Hfsttate\' Then, by Proposition |4 IT := Hfstmte\ = ). Since
11 is a trace assignment generated removing stuttering and sink transition,
we obtain that it is constructed by traces of M. However, by hypothesis
M |=¢ V... .Voi.I4p while IT |=¢ =) (contradiction). The converse (ex-
ists) is equivalent.

— («=): The opposite direction is specular.

B.2 Proofs from Section [4.2]

In this section, we introduce the following notations that we are going to use in
the proofs.

Let M be a STS, a:= Qpxy, ... Q121.1% be a SC-HyperLTL formula where
I is a set of LTL formulas over V C V.

Let G1,...6, € Traces’™ (M) be n traces of M. Let IT be the trace assign-

ment s.t. for all z; € VAR: IT(z;) = (5;,0). Finally, we denote IT; := succi(II).

Proof of Prop.

Definition 12. Let ¢ be an LTLf property, V be the set of variables occurring
in ¢ and vy, ¢ V be a fresh Boolean variable. We define M, as the STS s.t. (i)
M=o & M, =y vy, (i) the set of traces of M, restricted to the variables V
is exactly the set of traces of M.

Proof. We prove the proposition considering the singleton context case: we con-
sider II as the trace assignment of M and II as the corresponding assignment
over M XX st e sup(p) Ma- 11 Er (z)B < (6:,5) =5 B with (64,7) = II(x;).
By definition then --- < (0y,j) =5 vs where (0;,7) = II(x;), from which we
obtain - -- < IT =; vg proving the claim.

Proving Theorem
Proposition 5 For all & € Traces’™ (M), o € Tracesf“KMg) st.o(V) =25
(recall that traces of M are preserved in ME), for allv € V, for all0 <i < k :
_ . ool -1Efv <
If o,|0] — 1 = pos > i, then (succ}(&,O) = o

Moreover, a,|o| — 1 ¢ pos < i : succ-(5,0) = und.
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Proof. We prove the proposition by considering the following claims that com-
bined entail it. Let

i Forall 0 < j <|o|:0,j s pos=jAobspr < (5,5) = succh(d,0)
ii Let (5,7) = succ(5,0) :

a (0,)) Frve(0,j+1) Frui

b For all j' > j: (0,j) Efvi & (0,5) =5 v

The first claim can be easily claimed by induction on :

(i =0): succ%(5,0) = (5,0), Since pos = 0 at the initial state (due to ngp )
and obsp is true if pos = 0 then one direction is proved. The other direction
follows because pos is increased when obsp holds and it never decrease; that
means that pos is 0 initially, then it become 1 and then it remain weakly
monotonic.

(i —1=14): We know that succ}.(5,0) = sucer(succ'(5,0)). By induction
we know that either succi'(5,0) = und or there is a unique point j s.t.
(0,4) = succ}_l((?, 0) and o, j =5 obsp A pos =i — 1.

If succ}_l(ﬁ, 0) = und, then succ’-(5,0) = und as well; since pos changes only
by increasing by one exactly in the points in which obsr is true, then if there
is no point s.t. obsp A pos = i — 1 is true, there is not point s.t. obsp Apos =1
as well.

If succl'(5,0) = (o, 4), then succr(&,5) = succi-(,0). Since obsy captures
the semantics of observation points (initial state, tail states or points in which
previously @ € I' changed) then either succt-(5,0) = und or succh(5,0) =
(0,7") s.t. j/ > jand for all j < j” < j': 0,5 K& obsr. Since pos changes
only if obsp is true, then either pos = i A 0bsp is never true in the trace or
it will be true exactly at point j' with (o,5") = succh(a,0).

Claim ii instead follows by the definition of P(;“F v It constraints v; to take the
value of v at the i-th observation and then it make v; stutters forever (because
pos =i A obsp is true at most once).

Given the two claims, the first part of the proposition follows from claim i
and part 2 of claim ii. The second part of the proposition follows from claim i.

Lemma 3 Let 01,...,0, be n traces of Mf and 61, ...,0, the corresponding
trace of M (i.e. traces s.t. For all 0 <i < |6|: 0(3)(V) =&(4)(V) and 0,|6| =¢
end), let IT be trace assignment over VAR s.t. for allx; € VAR : II(x;) := (03,0),
let IT be the trace assignment over VAR s.t. for all x; € VAR : IT(z;) := (5,0)
and let ¥ be a q.f. SC-HyperLTL formula without singleton contexts.

If there is a d; s.t. Op occurs at most k times:

(II,I) Er v & Iy GINL = “[¥]5)

Proof. We prove the Lemma using the following statement: For all i II; +
und = II; ¢ ¢ & II° =y P[¢]F where IT¢ points each o to position |o] — 1.
The statement can be proved by induction on the structure of the formula.
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Base case: II; =y v[z] & succh(5,0) =5 v. By Proposition if o,|0] — 1 =;
pos > 1, then o, |0| — 1 =5 v; & succ(6,0) =5 v. Therefore, we deduce that
o,lo — 1] Ef v; & succh(,0) Ey v.

We can ignore the base case with ¢ = k since by assumption /g7 = und,
thus ”[1]§ is never reached (to be reached pos must be = k + 1 in each trace).

Inductive case:

— (V, A): Trivial induction.

- X¢ (H“F) Fr Xy & HH-I # und and ( i1, 1) Er ¢
By Proposition [f] and due to the semantics of the successor, we know that

IIity # und < II° = —end ' Moreover, by induction if IT;,; # und:
(41, 17) E=p o © II° =5 p[[qﬂ]]z_‘_l. Therefore, we can conclude that (IT;, I') =
Xyp & I1° =5 ~endft A NP [WIE & T Ep P[XY]E.
— Npt: The proof is identical to the one of X with the minor difference that
IT;11 # und and —\end‘;rl appear with an implication instead of a conjunc-
tion.
— by Up: (II;, 1) f=5 ¥y U ahy & exists | > i s.t. I # und, (I, ) ¢ s
and for all i < j < I: (II;,I") k¢ 1. Combining Proposition 5, due
to the successor semantics (same as X) and using induction, we obtain
e I Ep Vigop (mendp A [l F AN <, (P[41]5)). We observe that the
previous expression is equivalent to the unrolling: ”[1o] ¥ V7 b1 ] ¥ /\ﬁend?H A
Pl Uaha]¥ 1 (& P[r Upe]¥). Thus, we can conclude that (II;,I) =y
U1 Udhy & I1° |=5 [3h1 Ur 4o}
— 101 R ¢5: The proof for release follows a similar procedure of until.
— Y1: We split the two cases:
1. i = 0 : By definition IT; }~; Y. By "[Yro]h definition, I7¢ f;
PIY ry .

2.0<i<k:II }—prz/)@)Hl 17éundandHZ 1 |—fz/) Since 7 >
0, IT,_1 # und. Therefore, we obtain II; Er Yy & ;4 ¢ 1. By
induction we obtain --- < IT¢ =5 “[]¥_; proving the equivalence.

— Za): Proof almost identical to yesterday (case 1 is true instead of false).

— 1 Shy: (I, 1) by b1 Sehy & exists | < i st (I, 1) # wnd, II; =
Yo and for all | < j < it (II;,I") |y ¢ & 1I° |=¢ \/o<z<k( [ve]f v
Ni<j gz‘p [[7,/}1]];“) We observe that the previous expression is equivalent to
the unrolling: *[wa]¥ V 1 ]¥ APIY T]E_y AP[ab1 S o] ¥,

— 11 T 1b9: Proof almost identical to since

Finally, we need to prove that II¢ = *[¢]F & IT Ey G(NL — °[y]5).

We recall that N _L is satisfied by a trace assignment at the end of the shortest
trace. Since all traces of M’g terminates in a state s.t. end is true and when end
is true the variables remain unchanged ((end — V' = V) and the fact that obsp
requires —end.



29

Proof of the first part of Theorem []]

Proof. Since Mf; =y G(pos < k) each trace of M has at most k observations.
We can prove the first part of the theorem by induction with quantifiers and
I'. The statement is the following: Let II be the partial trace assignment of
Ty, ..., Tip1 over M and IT be the partial trace assignment of x,,,...,z; +1 over
M s.t. each trace of IT correspond with the extended trace with end of ME.

Then, I ):f szz lel.wi < I ):f szz Q1$1.¢.

Base case(T): I~Y|:fTF.<p & (I1, 1) =4 ¢. By Lemmawe obtain I~]|:fTF.<p &=
II =y G(NL =[]

Inductive case: 1~Y|:fTin.oz & for all 6; € Tracesfi"(M)INY[xi = 0i)E o
By induction we obtain II[z; — oiF5Q-1....G(NL — “[¢]). Since each
trace & € Traces’™™ (M) as a corresponding trace o € Traces’™ (M) and vice-
versa, we obtain: for all 5; € Tracesfi”(M)fY[xi = GilEfpric1 ... Lo & for
all 0; € Traces!™(Mf) H[z; — oilFppwioi....G(NL — P[p]h) & I =
V2. Qi—1....G(NL — ?[p]k). The proof for the existential case is identical.

Proof of the second part of Theorem|[/)

Proof. Let a := Qpxy ... Q1x1.1.p and let po/fg = OnTp ... 0121.G(NL —
*le]6)-

Suppose by w.o.c. that M’g ¢ _o/fg and M (= a.

We consider for simplicity trace assignments IT (for ME) and IT (for M).

Since (II,I) violates ¢, then there must be more than &’ observations in IT
and IT s.t. k' > k (note that &’ is finite but unbounded).

Let us now considered the trace assignment T’ obtained from II to be part
of Mg (pos is determined deterministically while v; are non-deterministically
chosen until pos = i A obsr is true).

We derive that IT" -y G(NL — Ll¢l%). By the unrolling structure of [k,
we see that IT' =y G(NL — “[¢]k) = II' =y G(NL — “[¢]%). This is true

because the unrolling at k is false with J‘[[go]]’g and negation occur only in the
leafs (¢ is in nnf).

Finally, IT' 45 G(NL — “[¢]k) implies that IT £; G(NL — “[o]k)
because both traces have the same assignments of V', the same assignments of
prophecies variables up to k, the same assignment to pos (until it reaches k+ 1),
and the property does not depends on v;y1,...v; (for each v € V) or pos when
it is assigned to values greater than k+1 (we just check it to be > k). Therefore,
we encounter a contradiction.

The proof of the other direction is very similar.
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